Cyber Security in a
Nutshell




Verizon Data Breach Investigation Report
2016

Industry Total Small Large Unknown
Accommodation (72) 362 140 79 143
Administrative (56) 44 8 3 3as
Agriculture (11) 4 1 o 3
Gonstruction (23) 9 (4] 4 5
Educational (1) 254 16 29 209
Entertainment (71) 2707 18 1 2,688
Finance (52) 1,368 29 131 1,208
Healthcare (62) 166 21 25 120
Information (51) 1,028 18 38 a72
Management (55) 1 [s] 1 o]
Manufacturing (31-33) 171 61 103
Mining (21) 1 1 7 3
Other Services (81) 17 5 3 9
Professional (54) 916 24 9 883
I Public (92) 47,237 B8 46,973 258
Real Estate (53) 1 3 4 4
Retail (44-45) 169 102 20 a7
Trade (42) 15 3 T 5
Transportation (48-49) 31 1 6 24
Utilities (22) 24 0 3 21
Unknown 9,453 13 7l 9,339
Total 64,199 521 47408 16,270
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Table 1.

Number of security incidents by
vietim industry and erganization|size,

2015 dataset.

Table 2.

Number of security Incidents with
confirmed data loss by victim Industry
and organization size, 2015 dataset.

Industry Total Small Large Unknown
Accommodation (72) 282 136 10 136
Administrative (56) 18 2 10
Agriculture (11) 0
Construction (23) 4 (4] 1 3
Educational (61) 29 8 18
Entertainment (71) 38 18 1 19
Finance (52) 795 14 94 687
Healthcare (82) 15 18 20 i
Information (51) 194 12 12 7o
Management (55) e} o 4] 0
Manufacturing (31-33) 37 " 21
Mining (21) 7 &
Other Services (81) 1 5 4
Professional (54) 53 10 4 39
| Pubiic (92) 193 4 122 o7 |
Real Estate (53) 5 [s] 2
Retail (44-45) 137 e 12
Trade (42) 4 2 o]
Transportation (48-49) 15 1 3 1
Utilities (22) T 0 7
Unknown 270 109 0 161
Total 2,260 447 a2 1501




What is Cyber Security?

People Technology Information
The Cyber '

Security Mission : Users Assets Assets
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Assurance, and
Availability of information.
Training Exposures Location



What is the history of Cyber Crime?

* Website * lIdentity Theft » Espionage

Defacements * Proprietary Data » Disrupt
* Free Phone Calls Loss/Theft Communications

* Notoriety « Spam & Viruses « Control Systems

* Malware * Impact
Operations




Who are the Cyber Criminals?

Hacker Zedlot Lomsmemsssml Terrorist

for Hire | M Activist
e Organized




What do Cyber Criminals want?

« Phishing site | web server BotnetactiviJ «Spam zombie
* Malware download site *[DDoS extortion zombie

= Click fraud zombie
* Anonymization proxy
* CAPTCHA solving zombie

*cBay/PayPalfake
auctions

*Warez piracy server
* Child porn server
* Spam site

J\
A4

* Harvest email confacts

* Harvest associated
accounts

» Access fo corporate email -

* Webmail spam Email attacks

* Stranded abroad scams

= Online gaming credentials
*Website FTP credentials

i '1 =Skype/VolP credentials
Accountcredentials c[EaEnaei TeELseE S

—
=~ —
* Online gaming characters . *Bankaccount data
* Online gaming goods/$3$ >_Vlrtual goods * Credit card data
*PC game license keys all + Stock and 401K accounts
*OS license key Financial credentials *Wire transferdata
S M
—
*Facebook lReputation hijacking * Fake antivirus
* Twitter * Ransomware
*lLinkedIn = Email accountransom
* Google+ Hostage attacksi *Webcam image extartion
—



How do they get what they want?




What is Malware?

InfoStealer.Banker.Zbot  Focuses on stealing sensitive online banking
information e.g. credit card number, pin code
and passwords

Trojan.Asprox Trojan.Asprox is a Trojan horse that uses the
compromised computer as a proxy server.

Trojan.Sisron Program that grants unauthorized access to a
computer, often through a backdoor.

Trojan.ZeroAccess Trojan horse that uses an advanced rootkit to
hide itself. It can also create a hidden file
system, downloads more malware, and opens a
back door on the compromised computer




Notable Malware “RansomeWare”

@ My computer Online Scan - Intemet Explorer provided by Desktop Management o [&[=]
ﬁ @U = [ i) hitp //bagmosembeoutt.co.ce/e2delf365Hce »[4] x |[= sing P~
CryptolLocker ¢ | @ My computer Online Scan B -2 &~ @ @
Your important files encryption produced on this computer: photos, videos, System Tasks Py System scan progress
documents, etc.
Wiew system information 1 i
If this text, but do not the "CryptolLocker" window, th tivi € Ao remove programs i edvocsments f Som
1 3 1 r > the Ci r = i ail rus 4
you see this text, but do not see th ryptoLocker" window, then your antiviru pidly Message from webpage 53

deleted "Cryptolocker" from computer. @ Change  settings e L

If you need your files, you have to recover i ==
quarantine, or find a copy of "Cryptolocker (0.‘ DANGER!

Warning! Piracy detected! p—

ol o S lGad e " )
You can download "Cryptol ocker! Wiruses was found on your computer!

Click 'OK' to install free Systern Security Antivirus,

DANGERM

Approximate destruction tinm .
Viruses was,

Click 0Kty

e ey Pirated content was detected on your PC!
he time is finished you are unable to recoy 5 H 2 P
wallpaper from yod You are seriously violating copyright by:

- Media files downloaded from torrents puter is Infected!

- Pirated movies from peer-to-peer networks

- Cracked software from file-sharing services
Copyright fund has recieved report and has started an
investigation. You'll recieve subopena in a week

@ co;%ght [ﬁ
R~ 4 alliance

ok || concet |

Risk level Date Files infected State = !

@ Internet | Protected Mode: OFf fa v ®R0% -

smam |
sas/a ||

o = e
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The Cost of Ransomware

Victims paid more than $24 million to
ransomware criminals in 2015 — and
that's just the beginning

BUSINESS By Dan Turkel
INSIDER

Fri, Apr 8, 2016, 5:26pm EDT
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The Real Danger

63% of confirmed & & » 5
data breaches
iInvolved weak,
default or stolen
passwords.




Password Security

Open Sesame

Most popular passwords of the past 4 years

2011

password
123456
12345678
qwerty
abcl23
monkey
1234567
letmein
trustnol
dragon

siﬂﬂ\lﬂl\ﬂhlﬂl\llﬂ

Source: SplashData
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2012

password
123456
12345678
abcl23
qwerty
monkey
letmein
dragon
111111
baseball

2013

123456
password
12345678
gwerty
abcl23
123456789
111111
1234567
iloveyou
adobel23

2014

123456
password
12345
12345678
gwerty
123456789
1234
baseball
dragon
football

The Wall Street Journal

3
4
5
6
.
8
9
10
11
12
13
14
15
16
17

Numbers

only

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
4 secs
40 secs
6 mins
1 hour
11 hours
4 days
46 days
1year
12 years

Upper or
lower case
letters

Instantly
Instantly
Instantly
Instantly
Instantly
13 mins
6 hours
6 days
169 days
12 years
314 years
8k years
212k years
512m years
143m years

~—

upper or

lower case
letters
mixed

Instantly
Instantly
Instantly
8secs
5 mins
3 hours
4 days
169 days
16 years
600 years
21k years
778k years
28m years
1bn years
36bn years

numbers,

upper and

lower case
letters

Instantly
Instantly
3secs
3 mins
3 hours
10 days
1 year
106 years
6k years
108k years
25m years
1bn years
97bn years
6tn years
374tn years

TS

upper and
lower case
letters,
symbols
Instantly
Instantly
10 secs
13 mins
17 hours
57 days
12 years
928 years
71k years
Sm years
423m years
Sbn years
2tn years
193tn years
l4qd years

-




Protecting your username and password

Change initial, reset or default passwords when you first log on

Use different passwords for different accounts

Create unique passwords that do not contain personal information and are not
common

Ensure the password has at least 8 characters with a combination of upper and
lower case letters and a number

Do not share passwords

Do not use post it notes or open lists for passwords
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Good Password Technigues

LoveDrivingmy19fourtyFord
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Social Media Risk Mitigation
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Social Media Risk Mitigation

Research &
Reconaissance |

.
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Defense in Depth

6/21/2016

Internal Network:
Intrusion Detection

)

>

Event Probability

High

Mitigate or Reduce the Risk

Accept the Risk

Share or Transfer the Risk

High

Event Impact >




ore than Firewalls and Anti-Virus
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National Programs (MS-ISAC)

v & National Campaign &
for

¥ CyberHygiene

__ Count, Configure, Control, Patch, Repeat

https://www.cisecurity.org/cyber-pledge/

COU nt Cyber Hygiene Priority - COUNT: Know what's connected to your network

Configure

Cyber Hygiene Priority - CONFIGURE: Protecting your systems by implementing key security settings.

C t | Cyber Hygiene Priority - CONTROL: Protecting your systems by properly managing accounts and limiting user and
ontro administrator privileges to only what they need to do their job.

PatCh Cyber Hygiene Priority - PATCH: Protecting your systems by keeping current!

Cyber Hygiene Priority - REPEAT: Protecting your systems by keeping current!
Repeat
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Questions

Michael Echols, CISSP

> Chief Information Security Officer, Maricopa County,
N AZ
ESTRELLA MOUNTAIN

comwnveouses o Cyger Security Adjunct Faculty, Estrella Mountain
Community College, Avondale, AZ

! > Author “Smart Grid Security: An End-to-End View of
Security in the New Electrical Grid”
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